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Abstract—The recent spread of COVID-19 pandemic and
the consequent restrictions to the class presence in universities
has forced instructors to rely on online evaluation tools, such
as quizzes and assignments, to run summative and formative
assessments at distance. But these remote activities raise the
question of how to ensure academic honesty since the lack of
control facilitates peer collaboration and cheating during the
examinations. To this end, we implemented a visual analytic tool
to explore submissions in online quiz assessments and help in
the detection of dishonest behaviours. We use two metrics as an
indication of potential illicit activity: the submission of the same
answers and how much these submissions are close in time. A
visual analysis tool allows instructors to explore and make sense
of quiz submission data. We applied this approach to three case
studies performed in our university in the year 2020. The analysis
revealed how having access to this type of information could be
indicative and may reveal potential dishonest behaviour while
performing online quizzes at distance.
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I. INTRODUCTION

In the last year, because of the COVID-19 pandemic,
universities had to shift their teaching at distance and most
of them adopted some forms of online assessments. Learning
Management Systems, such as Moodle or Canvas, have been
heavily used as the main platform to keep students and
instructors in contact, provide materials and remote teaching,
but also to run remote assessment and exams. Suddenly,
instructors had to find new ways and tools to run evaluations
and high stakes exams to assess the academic achievement
of students. At the University of Applied Sciences and Arts
of Southern Switzerland (SUPSI) in Lugano, our Moodle plat-
form has been officially adopted as an exam tool to run student
assessments at distance, in place of the traditional paper-based
exams conducted in presence in classrooms, either in form of
quizzes or open-book assignments. But this approach raises
the question of how to ensure academic honesty, since it is
almost impossible to certify that students are not violating
academic integrity by collaborating with others, or cheating
during the examinations. Unfortunately, this is an endemic
problem that exists since the origin of distance learning.
Studies indicate that cheating is much more prevalent in online

classes compared to traditional lecture courses [3]. Moreover,
learning platforms don’t provide any functionality that allows
the identification of dishonest student behaviour, apart from the
log of students’ activities and interactions with the platform.
Given the pervasive use of social media and the availability
of smartphones, it is plausible that sharing of information
through other devices could represent a significant source
of academic dishonesty, especially with quiz-based exams,
where the questions are fixed and identical among participants.
To mitigate this problem, instructors adopted some forms of
preventive measures, such as random questions order, random
quiz questions, tight time limits and statements of honour
codes. But, despite these preventive measures, it could be still
possible that students share information on quizzes, in case
they get the same questions. Previous studies revealed also that
honour codes lead only to a small and insignificant reduction
in online cheating behaviours [1].

Therefore, in this article, we present our approach to-
ward the development of a visual analytic tool to explore
submissions in online quizzes assessments to help detecting
dishonest behaviours. We assume that students who try to
violate integrity by sharing the answer to a quiz, or more
simply collaborate in formulating the answer, submit their
answer very close in time. Let’s suppose that two students
are unfairly communicating by mobile phone during an online
quiz, which questions’ order is randomly defined for each
student by the platform. Students might decide to leave the
questions unanswered until they get the same question. As
soon as they get a common question, they might discuss and
jointly decide which answer is the right one. The responses
to the question are likely to be very close in time, with a
distance of few seconds. The timestamp of the response to
every single question is recorded by Moodle (only if each
question is placed on a distinct page, otherwise the submission
of a bunch of questions contained in a page will have the
same timestamp). This information, along with the response
provided by the students to each question, could be exploited
to detect the possibility that a couple of students had some
form of collaboration during the exam.



This analysis could be performed algorithmically, as previ-
ous works have already done. For instance, Ruiprez-Valiente
et al. [4] conducted a research that uses a data-driven algo-
rithm to detect accounts in MOOCS which submit their quiz
very close in time. Jaramillo-Morillo et al. [2] performed a
similar analysis but focused on SPOCS (Small Private Online
Courses). These works consider the whole quiz attempt as
a component of analysis and not the questions of which it
is composed. Ueno and Okamoto [6] proposed a method
for online detection of examinees’ aberrant responses using
item response time data in e-testing. They used a statistical
approach based on Bayesian predictive distribution to detect
“outliers” on response time: too late or too fast response, as
an indication of guessing or cheating. However, test results
and comparison between students are not taken into account
in their work.

Given the indeterministic nature of question submission
times as a metric for collaboration, we prefer to adopt a visual
approach, that could provide insights on student’s submission
information and leave to the instructor the interpretation of the
results into meaningful learning schemas and, if necessary, the
actions to undertake.

The remainder of the paper is structured as follows. First,
we will describe the method, the source data we included
for the analysis and the metrics we derived from these data.
Then, we will illustrate how we mapped these data into visual
marks and representations, and we will show the visualisations
produced in the context of some case studies. Finally, we draw
the conclusions and indicate the possible future developments.

II. METHOD AND ANALYSIS

Moodle is the learning platform used in our institution to run
courses at distance and perform distance evaluations in form
of quiz and assignment. The quiz activity on Moodle allows
the teacher to design quizzes consisting of a large variety of
question types and allows the configuration of a high number
of settings, including open/close time, time limits, feedback,
automatic grading, multiple attempts, question shuffle, etc.
In our analysis, we consider quizzes that have the following
characteristics:

• Questions have a number of fixed answers and are auto-
matically graded by the system

• Questions are not randomly selected from the question
bank

• Questions are shown one per page
• Only one quiz attempt is allowed
The aforementioned characteristics are necessary to develop

our prototype in a controlled setting and to have comparable
data among different students, but the principles we will
illustrate are independent from the conditions described above.

As data source we used quiz data stored in Moodle relational
database. Most of the actions and clicks performed by the
students while interacting with quizzes are stored in its internal
database. We created a set of queries that, for a specific quiz
Q, extract the following information:

• The list of students submitting an attempt to the quiz:
s1..sN

• For a given student si, the start tastarti and finish taendi

timestamps of quiz attempts, in seconds
• The list of questions of the quiz: q1..qM
• For a given student si and a given question qh, the

timestamp of the submission of the response to the
question: tqi,h. In case the student si did not answered
the question qh, then tqi,h = N/A.

• The answer provided by student si to the question qh:
ansi,h.

With the previous data extracted from the Moodle database,
we can derive the following metrics: similarity in responses,
based on matching of answers, and distance on response
time, based on response submission times. These metrics will
be used as data sources for the visual representations we
are implementing to help instructions to identify students
suspected of fraud.

A. Similarity in responses

Let si and sj be two students participating to the quiz. We
define as measure of similarity in responses the following:

sri,j =

M∑
m=1

{
1 if ansi,m = ansj,m

0 otherwise

in other words, sri,j represents the number of matching
answers between students si and sj . The value of sri,j will
be M in case of an exact match of the answers, and 0 in case
of difference on any of their answers.

We define the matrix of similarity in responses as follow:

SR =


sr1,1 sr1,2 . . . sr1,N
sr2,1 sr2,2 . . . sr2,N

...
...

. . .
...

srN,1 srN,2 . . . srN,N


B. Distance on response time

The most critical aspect is the identification of close sub-
mitters. Let si and sj be two students participating in the quiz,
we define the following measure:

dmi,j =

√√√√√ M∑
m=1

ansi,m=ansj,m

(tqi,m − tqj,m)2

as the distance (dissimilarity) between the timestamp of re-
sponse to matching questions. In this way, the distance dmi,j

between two students si and sj is the euclidean distance
of vectors of the timestamp of matching question answers.
The closer the submissions of two students are in the time,
the smaller the distance between them. We restricted this
calculation only to matching questions, as it could be that the
collaboration of students was limited only to some questions
and because if students collaborate tends to provide the same
answer.



We define the dissimilarity matrix of matching answers as
follow:

DM =


dm1,1 dm1,2 . . . dm1,N

dm2,1 dm2,2 . . . dm2,N

...
...

. . .
...

dmN,1 dmN,2 . . . dmN,N


The combination of the two matrices: SR and DM is used

as input data to create a visual representation of similarities,
as illustrated later in this article.

C. Students performing their attempt simultaneously

Usually, instructors define an open/close time of the quiz
and a time limit to complete the attempt. Students can start
their quiz attempt at any time after the open time and must
complete their attempt before the close time and within the
time limit. In our analysis, we want to filter out students that
are assumed to perform their attempt on different moments. To
this aim, we defined a threshold ts as the maximum distance
in starting and in finishing the quiz between pairs of students.
Hence, we include in our analysis only pairs of students that
meet the following criteria:{

| tastarti − tastartj |< ts

| taendi − taendj |< ts
1 ≤ i, j ≤ N

A “common-sense” threshold of 10 minutes difference could
be reasonable. However, this threshold can be configured at
run time during the analysis to meet different quiz settings.

III. VISUAL MAPPING

Once we defined our metrics and criteria, we mapped this
data in a visual format to implement the graphical represen-
tations.

To represent an overview of the similarity in responses
(sri,j) and distance on response times (dmi,j), we use the
following graphical mark:

Similarity on responses (sri,j)

Distance on responses (dmi,j) color scale

0 Max (dm)

Fig. 1. Visual encoding of similarity and distance in responses.

that is a bar chart in which length is mapped onto similarity
of responses, and color is mapped onto a diverging color scale,
from orange ( null distance) to blue (maximum distance). This
mark will be adopted as a graphical element of the similarity
matrix, to visually represent pairwise similarities of student
submissions on a quiz. The midpoint value on color scale has
an initial value of 60 seconds, this is a pure empirical threshold

that can be easily changed during the analysis of results.
Orange color has been chosen as a pre-attentive color attribute
that almost immediately captures the viewer’s attention to
cases that might worth a deeper investigation.

If a pair of students are identified as a possible case of
fraud, it will be necessary to access the details of distance
on response time to questions. To this end, we decided to
represent this information in form of a slope graph, a type
of graphical representation first introduced by Edward Tufte
in his book “The Visual Display of Quantitative Information”
[5] that is very efficient in showing the difference between
variations of two datasets. In our case, we are interested in the
variation of submission time on each question. The graphical
representation we adopted is the following:

Student A Student B

Question 1 [5s]

Question 2 [25s]

△ tq

Fig. 2. Slope graph encoding the difference on question submission time
between two students

A pair of students are represented by a couple of parallel
axes, which encode the timestamp of question responses.
Each straight line represents a question and connects the
response timestamps to the question. The inclination of the
line indicates the amount of difference between timestamps
on two students (∆tq). The closer the responses of the two
students are in the time, the less is the inclination of the
line. The difference in seconds between the answers is also
indicated in the square parenthesis on the label. The color
of the line indicates whether the answers of two students
matched: green line means matching answers, while light
grey indicates no-matching answers. In Figure 2, the students
submitted a mismatching answer to Question 1 with 5 seconds
of difference, while the answers to Question 2 matched (green
color) and have a difference of 25 seconds.

IV. IMPLEMENTATION

We used the software Tableau for this purpose, a generic
visual analytics tool that simplifies the implementation of data
visualisations. Tableau can connect directly to the Moodle
database (in our case a MariaDB database) and launch the
SQL queries to extract the necessary data to perform our visual
analysis. The data we extracted from Moodle for a specific
quiz activity is the list of source data cited in section II. Some
worksheets and a dashboard were created with Tableau, they
are illustrated in the following sections. Given the nature still
explorative of this project, currently, the use of the tool is
restricted to the e-learning team of the University, which can
provide instructors with the visual analysis on request.



V. CASE STUDIES

We will illustrate the visual application with some practical
case studies. As case studies we included the following three
courses we run at SUPSI: (a) A math course offered to first-
year bachelors students on computer science, (b) a course on
media and technologies offered to the second year bachelor
students on primary education, and (c) a course on pedagogy
for the first-year bachelor students on teacher education.

A. Analysing a math self-assessment quiz

The math course “Analisi 1” offered several mini-tests as
formative self-assessment activity for students. One of these
quizzes we considered as a case study was attempted by
148 students between October 19th and November 1st, 2020.
We considered pairs of students having 3 minutes as ts quiz
threshold submission.

The similarity matrix of the quiz activity is represented in
the following figure.

Fig. 3. Similarity matrix for a self-assessment math quiz

The Figure 3 is a part of a matrix of similarities for pairs
of students, which marks are encoded as illustrated in Figure
1. The combination of color (the distance on submission of
matching answers) and length of bars (number of matching
answers) can be used as an indicator of possible collaboration
between students. When the user moves the cursor over a
mark, a tooltip window shows further details: name of stu-
dents, number of matching questions, and submission distance.
In Figure 3, two cases stand out and are labelled as A and B.

Case A deals with two students having 5 matching answers
out of 7 and a distance of 44 seconds. To further explore this
case, we click on the mark to open a new visualisation of
detail (Figure 4).

As we can see from Figure 4, matching questions (green
lines) were submitted with distances between 4 and 38 sec-
onds. The slope of the line is functional to identify at a glance
a qualitative extend of such differences, and the comparison
with differences of unmatched questions.

Another case from the overview is mark B, represented in
details in Figure 5. Here the number of matching questions is

Fig. 4. Difference on submission time for the case A

less than A (4 out of 7) but has the more intense orange color.
In fact, the distances are very close, from 2 to 4 seconds, a
bit odd for a quiz that was open for two weeks.

Fig. 5. Difference on submission time for the case B

B. Analysing a case of very close submission

The course on media and technologies II offered at second-
year bachelor students on teacher education is a self-study
course where students are expected to perform some activities
to acquire basic skills on digital technologies applied in edu-
cational contexts. This course contains several self-assessment
quizzes that have no access restrictions and can be performed
anytime during the semester.

The Figure 6 is a matrix of similarities for one of these
quizzes. In that case, given that the quiz has no time limits
on attempts, we set the ts quiz threshold submission to one
hour. Although the course was attempted by more than 100
students, only a few number of student pairs submitted the
quiz within the 1 hour timeframe. As we can see, almost all
pairs but one have submission time very large. Only one pair
is close in submission (barely 13 seconds) and matched all
answers.

The detail view on distance (Figure 7) reveals that the two
students submitted the answers very closely, one of these even
at the same second.

A deeper analysis on course data and an enquiry to the
instructor of the course revealed that these two students



Fig. 6. Similarity matrix for a self-assessment media and technology quiz

Fig. 7. Details on submissions for students S31477 and S31478 on media
and technology quiz

belonged to the same group, usually they study together and
performed the quiz during a class break. It appeared clear that
these two students decided to collaborate and performed the
quiz side-by-side during a break while in the classroom.

C. Analysing two pairs of close submitters

Another case is taken from the course “Scienze
dell’educazione II: sviluppo e apprendimento” offered
in the first year of bachelor on teacher education, where 27
students submitted an answer to a self-study quiz without
time limits (Figure 8). Again, we have a quiz composed by 4
questions. It is common having bars of full length in a quiz
with few questions, but the color of the bar is very indicative
of close submission. We considered in particular two cases
representing pairs of students with distance on the response of
24 (the red bar) and 319 (the light blue bar). The difference
between the two slope charts of detail is evident. While the
first pair submitted the quiz simultaneously, the second pair
has a clear gap between the submissions of the two students,
having the submissions of the student on the left located in
time after the submissions of the student on the right.

Fig. 8. Similarity matrix for a self-assessment quiz on “Teorie
dell’apprendimento”. The two cases represent pairs of students with distance
on response of 24 (the red bar) and 319 (the light blue bar).

VI. ANALYSIS OF RESULTS AND CONCLUSIONS

In this study, we implemented a visual analytic tool for the
detection of students suspected of collaboration during remote
quizzes in distance learning environments. Our approach relies
on the similarity in responses and distance on response time,
as other works have already tried to exploit [4], [2]. But our
approach has two important differences: we don’t limit our
analysis to the submission time of the whole quiz attempt,
but we go deeper to investigate the submission of every
single question of the quiz. Another important difference is
the use of visual analysis which is radically different from
the algorithmic approach that usually has as final output the
creation of clusters of students according to a specific set of
parameters.

In the case studies we presented, we were able to identify
pairs of students who submitted their answer to matching
questions within a certain timeframe. We cannot specify a
universal criterion for determining whether two students can
be classified as “close submitters”. We took an empirical value
of 60 as a visual threshold to draw the viewer’s attention to
potential interesting cases, but this visual threshold value de-
pends on the complexity of the quiz, the number of questions,
and in general on the context of the quiz. One limitation
of these studies is that there is no evidence that students
performing such close responses are cheating. In fact, as we
identified in our second case study, and as reported in [2],
students may get together to solve quizzes jointly because they
usually work in groups, hence they discuss exercises, agree to
a solution, and submit together. This example shows that the
metrics we defined are not indicative of cheating, but may help
in identifying interesting cases that require further analysis.
The results have to be interpreted by the instructor, who may
take informed decisions. This suggests that more work is
required in the future, probably with an integration of other
outcome metrics, to specify various strategies adopted by close
submitters and help in the distinction between cheating and
legitimate collaboration. For example, students could explicitly
declare when they work in groups or submit the quiz together.
Other sources of data could be available from the submissions
of other quizzes, or from the interactions with other activities
and resources when the quiz is run in the context of a Learning
Management System like Moodle. In any case, further work
is needed to connect “close submitters” with other strategy



metrics that will effectively discriminate between legitimate
collaboration and cheating.
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